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CFPB warns banks about
AI chatbot risks as it
steps up oversight of the
space
Article

The news: US regulator the Consumer Financial Protection Bureau (CFPB) has warned banks

about the limitations of AI chatbots and says when the technology is poorly deployed, it risks
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harming customer trust and breaking the law.

AI chatbot use will only increase:

Regulatory scrutiny looms large: The CFPB’s warning is symptomatic of growing calls for

more regulation of AI across multiple sectors. The technology’s increasing use in banking and

finance is forcing regulators to take note and step up action in the face of lagging lawmakers.

Before new rules are created, expect watchdogs to take a more proactive stance in

overseeing the space. The CFPB stated that it’s “actively monitoring the market” and is

prepared to punish firms for misusing AI chatbots. Banks that embrace the tech need to be

vigilant about its risks while preparing for new regulations.

The CFPB cautioned that it had received numerous complaints from frustrated customers

trying to ask their bank questions or to raise concerns.

The bureau also flagged that chatbots sometimes provide inaccurate information and can fail

to protect customers’ privacy and data.

O�ending banks could be on the receiving end of an “assessment of fees or other penalties,”
should consumers receive inaccurate information about making payments, the CFPB added.

The CFPB acknowledged the popularity of bank chatbots. About 37% of the US population

used them in 2022, and that number is expected to grow.

That’s being driven by a raft of potential benefits that AI virtual assistants can bring, including

improved e�ciency and personalized financial advice.

And major investments by banks including Truist and Bank of America will likely make the

technology more sophisticated, better able to boost customer satisfaction and, if marketed

correctly, attract new users.

https://www.consumerfinance.gov/about-us/newsroom/cfpb-issue-spotlight-analyzes-artificial-intelligence-chatbots-in-banking/
https://content-na1.emarketer.com/one-zero-ai-boost-inclusivity-private-banking?_gl=1*hj7w5g*_ga*MjEwMDMwMDkzNi4xNjQzMTMwNjAz*_ga_XXYLHB9SXG*MTY4NjE0NjEwMi42MjYuMS4xNjg2MTQ2MTEyLjAuMC4w
https://content-na1.emarketer.com/truist-ai-based-virtual-assistant-improve-customer-support?_gl=1*9e7crz*_ga*MjEwMDMwMDkzNi4xNjQzMTMwNjAz*_ga_XXYLHB9SXG*MTY4NjE1MDUwNS42MjcuMS4xNjg2MTUwOTgwLjAuMC4w
https://content-na1.emarketer.com/bank-of-america-adds-human-touch-erica
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Keep reading: Dig into what the technology could mean for banking in our ChatGPT and
Generative AI in Banking report.

This article originally appeared in Insider Intelligence’s Banking Innovation Brie�ng—a daily

recap of top stories reshaping the banking industry. Subscribe to have more hard-hitting

takeaways delivered to your inbox daily.

Are you a client? Click here to subscribe.

Want to learn more about how you can benefit from our expert analysis? Click here.

https://content-na1.emarketer.com/chatgpt-generative-ai-banking?_ga=2.150917942.147691812.1677509763-1999259299.1652446737&_gl=1*qjenko*_ga*MTk5OTI1OTI5OS4xNjUyNDQ2NzM3*_ga_XXYLHB9SXG*MTY3NzcwMDIwMC4yODUuMC4xNjc3NzAwMjAwLjAuMC4w
https://totalaccess.emarketer.com/MyAccount/EditProfile.aspx
https://www.insiderintelligence.com/become-a-client/?IR=T&itm_source=insider-intelligence&itm_medium=briefing&itm_campaign=bottom-cta

