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Amazon’s record EU
privacy fine may be just
the start

Article

The news: Amazon has been fined €746 million by European Union privacy regulatorsin
Luxembourg—the largest privacy fine in EU history—for alleged data privacy violations,
according to a securities filing released by Amazon. The fine, issued two weeks ago by
Luxembourg’s data protection authority CNPD, accuses Amazon of violating the block’s
General Data Privacy Regulations (GDPR) rules.
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https://d18rn0p25nwr6d.cloudfront.net/CIK-0001018724/cbae1abf-eddb-4451-9186-6753b02cc4eb.pdf
https://cnpd.public.lu/en.html
https://www.investopedia.com/terms/g/general-data-protection-regulation-gdpr.asp

" Amazon's European headquarters are located in Luxembourg, so the lawsuit was filed there.

In addition to the monetary penalty, regulators have ordered Amazon to revise certain
undisclosed business practices. And while specific details surrounding those business
practices and the precise violations in question remain murky at the time of writing, Amazon
has already spoken out forcefully against the ruling, saying it will appeal the ruling in court.

Why this matters: EU regulators have ramped up enforcement efforts against Big Tech
companies in recent months, increasing both the frequency and severity of fines issued in line
with GDPR rules.

More broadly, EU regulators have gained significant enforcement power since GDPR took
effect in 2018: watchdogs are permitted under law to issue fines of up to 4% of a company’s
annual global sales.

" For content, Luxembourg’s fine would represent roughly 4.2% of Amazon’s net income of
$21.3 billion for 2020, and a mere 0.2% of its $386 billion in sales, per the Wall Street Journal.

More enforcement power has resulted in more fines. Business law firm DLA Piper estimates
there have been at least €142.7 million worth of GDPR-related fines issued between January
2020 and January 2021, a nearly 40% increase from the first 20 months since the law was in
effect.

* Amazon’s case marks a substantial increase in fines levied at individual companies as well. Until
last week’s case, the highest fine under GDPR rules was a 50 million euro fine of Google in
2019.

The bigger picture: Europe’'s GDPR provides regulators with a clearer legal framework with
which to base fines than regulators in other regions.

* For example, In the US, regulators have set their sights on Amazon and other Big Tech
companies, but have struggled to issue meaningful penalties due to outdated US antitrust
laws. The absence of any federal data privacy standard stifles these efforts as well.

What's next? Amid an emboldened European regulatory climate, tech firms, both large and
small, will likely need to reassess and assure their GDPR compliance.

* Concern about GDPR is already high. According to Evergage and Researchscape
International, 33% and 10% of marketing professionals said they were moderately concerned
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https://www.wsj.com/articles/amazon-hit-with-record-eu-privacy-fine-11627646144
https://www.bloomberg.com/news/articles/2021-07-30/amazon-given-record-888-million-eu-fine-for-data-privacy-breach?srnd=technology-vp
https://gdpr.eu/fines/
https://blogs.dlapiper.com/privacymatters/dla-piper-gdpr-fines-and-data-breach-survey-january-2021/
https://www.wsj.com/articles/amazon-hit-with-record-eu-privacy-fine-11627646144
https://www.wsj.com/articles/google-fined-57-million-by-french-regulator-11548085558?mod=article_inline
https://www.cnbc.com/2021/06/28/judge-dismisses-ftc-antitrust-complaint-against-facebook.html
https://www.huffpost.com/entry/critics-ftc-facebook-fine_n_5d2923fce4b0bd7d1e1c763c
https://www.nytimes.com/2019/06/20/technology/tech-giants-antitrust-law.html
https://www.brookings.edu/blog/techtank/2019/12/19/highlights-the-gdpr-and-ccpa-as-benchmarks-for-federal-privacy-legislation/
https://chart-na1.emarketer.com/236335/what-do-us-marketing-professionals-think-of-data-privacy-regulations-they-relate-their-personalization-efforts-future-of-respondents-march-2020

or extremely concerned about data privacy regulation, respectively.

Meanwhile, 34% of business decision-makers worldwide last year said security or GDPR
concerns represented the biggest technology roadblocks to making decisions at their

companies, per Exasol.

Biggest Technology Roadblocks to Making
Decisions at Their Company According to Business
Decision-Makers Worldwide, July 2020
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Data quality needs to be improved

Deployment challenges (on-cloud and on-premise)
28%

Scalability challenges (limitation of data volume, number of users, number of
queries)

27%

Data virtualization

24%

Lack of business unit access to self-service analytics (data democratization)
23%

Query response times too high

23%
Siloed data within the organization
22%

Infrastructure can't support/cope with advanced analytics and data science
projects

21%

| have no technology roadblocks to making decisions within my business
6%

Source: Exasol, "Accelerating Data-Driven Decision-Making,” Sep 28, 2020
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