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What we’ve noticed: The decentralized �nance (DeFi) sector of the crypto ecosystem o�ers

exciting opportunities for early adopters. But the newness of the space and relative

inexperience of the investors has provided bad actors with a new playground for widespread

scamming and theft, according to a report on 2021 crypto crime trends by Chainalysis. And

regulators are taking notice of DeFi’s inherent problems.

https://content-na2.emarketer.com/crypto-crimes-rose-with-adoption-but-illegal-activity-exception-not-rule?_ga=2.179579748.1165129489.1641825180-480054220.1628511966
https://www.chainalysis.com/
https://content-na2.emarketer.com/bis-has-bone-pick-with-decentralized-finance-illusion
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What’s DeFi? A thriving segment of the crypto sector, DeFi seeks to revolutionize financial

services using blockchain-based software instead of centralized intermediaries. This enables

crypto-denominated lending outside of traditional banks.

Investors facing historically low or sub-zero interest rates have been drawn to DeFi by the

promise of high returns on savings and the hype over successful decentralized tokens like

Shiba Inu. Consequently, DeFi transaction volume grew 912% in 2021, per Chainalysis.

Today, the DeFi market has more than $96 billion in total value locked, DeFi pulse data

showed—expanding more than 600% since October 2020.

Data dive: As DeFi grows, so too does its issues with stolen funds, according to Chainalysis

and the blockchain forensics company CipherTrace (now owned by Mastercard)—which both

hold some of the largest datasets on crypto-crime and blockchain metadata in the world.

What are the risks? DeFi’s greatest strength is also its greatest weakness: The ethos of

decentralization that makes it so dynamic also allows for scamming and theft. As David

Carlisle, director of policy and regulatory a�airs at Elliptic, told CNBC: “How do you apply

regulatory standards designed for centralized intermediaries to marketplaces where there’s

no clear centralization? ”

Major DeFi platforms say they bolster security by doing things like hiring external firms to

audit code for vulnerabilities and maintaining keys and passwords needed to access user

wallets in secure environments. But critics’ main concern is that the DeFi market eliminates

Since 2020, users have lost over $12 billion through crime within DeFi apps, lending

platforms, and exchanges, with the vast majority, $10.5 billion, lost coming in 2021 alone,

according to a report from London-based blockchain analytics firm Elliptic.

In 2020, just under $162 million worth of crypto was stolen from DeFi platforms, which was
31% of the year’s total amount stolen. That was a 335% increase from DeFi theft in 2019. In
2021, that �gure rose another 1,330%, per Chainanalysis.

DeFi scams are increasing in number and they have shorter lives. The average scam ran for

70 days in 2021, Chainalysis found, versus 192 days in 2020.

Acting US Comptroller of the Currency Michael Hsu told The Blockchain Association in late

September that the crypto and DeFi “  fool’s gold rush” reminded him of the prelude to the

2008 financial crisis. Hsu warned: “Crypto and DeFi today are on a path that looks similar to
[credit default swaps] in the early 2000s.”

https://content-na2.emarketer.com/your-guide-to-defi
https://www.coindesk.com/markets/2021/10/24/shiba-inu-hits-record-high-as-bitcoin-eyes-weekly-price-loss/
https://defipulse.com/
https://dmarketforces.com/defi-market-size-soared-335-to-85-billion/
https://www.thomsonreuters.com/en-us/posts/investigation-fraud-and-risk/crypto-crime-caveats/
https://www.cnbc.com/2021/11/04/defi-the-wild-west-of-crypto-is-set-to-face-regulatory-crackdown.html
https://www.thisismoney.co.uk/money/crypto/article-10216297/Fraud-theft-DeFi-crypto-platforms-surges-7bn.html
https://www.elliptic.co/hubfs/downloads/The%20Elliptic%202022%20DeFi%20Report.pdf?utm_campaign=Regulation%20|%20FATF%20|%20Oct%202021&utm_medium=email&_hsmi=184080622&_hsenc=p2ANqtz-9sOHOXHBEn2S9VRJ8JfcYAD2Ltx48eS5zjn8K4x6GKFduVkoFkal5bL3DODlowy5yiom9DcW-WJ-iRur-Apr8bNSQ65g&utm_content=184080622&utm_source=hs_automation
https://www.elliptic.co/
https://www.pymnts.com/blockchain/2021/pymnts-defi-series-defis-very-real-risks/
https://protos.com/defi-crash-occ-comptroller-hsu-stablecoins-like-credit-default-swaps/
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third-party control of users’ assets—the same third parties that, in traditional finance, help

spot and stop scams.

Instead of a service provider taking custody of your funds to provide financial services,

they’re held by a smart contract.

Cryptocurrency transactions and DeFi platforms are “trustless”—meaning the two parties in a

trade don’t have to know or trust each other or rely on a trusted third party like a bank or

broker. Insead, they rely on the “immutable, permanent, and unchangeable” blockchain.

Many DeFi exchanges are governed by protocols that require a majority vote by unknown

token holders—which means it can take a week or more to update the protocol. This is a

problem when an exploit is letting hackers drain funds and nobody can fix the bug fix until it’s

over. It also means there’s no personal accountability—and often no way to block even

known scammers, per PYMNTS.

https://www.pymnts.com/cryptocurrency/2021/crypto-scams-top-7-billion-dollars-decentralized-finance-rug-pulls/
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What do regulators want to see �xed? According to the US Securities and Exchange

Commission, the DeFi community needs to address two structural problems—indicating the

direction its regulatory work will take:

Lack of transparency: DeFi investing is not transparent—creating “a two-tier market” in

which professional investors and insiders have a huge advantage over retail investors.

A relatively small group of people can actually read and understand the publicly available

code—and even highly qualified experts miss flaws or hazards.

Professional investors can a�ord to hire people like technical experts, engineers, economists

and run tests before making an investment decision.

https://www.sec.gov/news/statement/crenshaw-defi-20211109
https://www.sec.gov/news/statement/crenshaw-defi-20211109#_ftn20
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Pseudonymity: DeFi markets are vulnerable to di�cult-to-detect manipulation.

The SEC’s objections to opacity and pseudonymity suggest that in the future, it could require

DeFi projects to provide information on originators and beneficiaries in the transfer of funds.

What’s the solution? DeFi’s adoption and growth face an uphill battle if potential users don’t

feel they can trust new projects. They need to be educated on how to spot and avoid the

dubious ones. But “buyer beware” and an ethos of personal responsibility won’t be enough to

bring DeFi and crypto safely into the mainstream.

The industry needs to self-police until regulations arrive:

Retail investors, on the other hand, must get information from marketing, advertising, word of

mouth, and social media.

Decentralization removes the intermediaries that would help screen potential investments,

perform risk assessments, and reduce fraud.

Blockchains assign users alphanumeric addresses that obscure their real-world identity when

sending or receiving assets.

And if investors can’t determine traders’ actual identities, they also can’t tell whether asset

prices and trading volumes are real or the product of bots operating multiple wallets—or a

group of people trading collusively.

In DeFi, because markets often turn on asset prices, trading volumes, and momentum,

investors are vulnerable to losses due to manipulative trading that makes those signals

unreliable.

Hsu, speaking to the The Blockchain Association in September, concluded his speech with:

“Fortunately, this group has the power to change paths and avoid a crisis.”

And as SEC Commissioner Caroline A. Crenshaw wrote in the International Journal of

Blockchain Law: “Developers have an obligation to optimize for more than profitability, speed

of deployment, and innovation.” She added that they also need to create a fair and equitable

“system in which all investors have access to actionable, material data,” to reduce the

potential for manipulation and other criminal activity.

In the longer term, DeFi exchanges may also need to figure out how to prevent tokens

associated with potentially fraudulent or unsafe projects from being listed on major

exchanges.

https://www.sec.gov/news/statement/crenshaw-defi-20211109
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Regtechs will play a critical role in this: More than 20 firms o�er blockchain analysis and

surveillance to identify and thwart bad actors. Aside from Chainalysis, CipherTrace , and

Elliptic, notable platforms include AnChain, CertiK, Coin�rm, TRM Labs, and others.

https://blockcrunch.co/2021/07/02/top-blockchain-analysis-and-surveillance-tools/

