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The FTC fines GoodRXx for
sharing users’ health data
with third parties

Article

The news: The Federal Trade Commission (FTC) fined GoodRx $1.5 million in civil penalties
for sharing its customers’ health information with third parties such as Facebook, Google, and

Criteo for advertising purposes.
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" GoodRx will pay the fine but denied wrongdoing, saying the charges stemmed from a
previous acquisition and had already been addressed.

Digging into the violation: The FTC claims GoodRx repeatedly violated its promise that it
wouldn't share personal health information with advertisers or other third parties.

* However, it shared information such as prescription medications, personal health conditions,
personal contact information, and unique advertising and personal identifiers.

" FTC commissioner Christine Wilson issued a statement on the decision stating, in part, that
the $1.5 million fine was insufficient to cause GoodRx (current market cap of $2.3 billion) to

change its business model.

First, but not last: This is the first time the FTC has charged any company with violating the
Health Breach Notification Rule (HBNR), which has been on the books since it took effect in
September 2009. But this is only the beginning.

* In September 2021, the FTC issued a warning to health apps and connected device
companies to comply with the HBNR.

Our take: Government oversight on digital health company practices is here to stay. The FTC
took years to act, but several states have enacted strict laws around the privacy of personal
health information.

* Independent sources like STAT and Markup are investigating healthcare organizations’ data

sharing with third parties. The fallout only begins with lost consumer trust.

* Cyber criminals are zeroing_in on healthcare data. Health systems and other major
repositories of personal health information are being inundated with cyberattacks. It won't be

long before digital health companies are faced with ransomware demands.
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https://www.ftc.gov/system/files/ftc_gov/pdf/2023090_goodrx_final_concurring_statement_wilson.pdf?utm_campaign=morning_rounds&utm_medium=email&_hsmi=244249966&_hsenc=p2ANqtz--apxdEAO8-2kVUBuulFH2FlpIAS-c3rcLw9Wt01oSkMIr2WwcgnDx95sBhDFeU7qM_nRvgqFG1N3kQ5dJ0-xvmTHTmoQs-fVuoGPToLh_dhQaetpo&utm_content=244249966&utm_source=hs_email
https://www.ftc.gov/news-events/news/press-releases/2021/09/ftc-warns-health-apps-connected-device-companies-comply-health-breach-notification-rule
https://content-na1.emarketer.com/d2c-telehealth-companies-latest-erode-privacy
https://content-na1.emarketer.com/healthcare-cybersecurity-2023-hive-s-shutdown-good-news-cyberattacks-only-getting-worse?_ga=2.148955249.672415540.1675346346-876927296.1616593893&_gl=1*sado6e*_ga*ODc2OTI3Mjk2LjE2MTY1OTM4OTM.*_ga_XXYLHB9SXG*MTY3NTM1ODIxMC4xODguMC4xNjc1MzU4MjEwLjAuMC4w

Reasons for Which US Adults Would Be Willing to
Share Their De-ldentified Healthcare Data, Dec
2021

% of respondents

To improve my own healthcare

For clinical research

To improve hospital services

To improve other patients' healthcare

To advance healthcare equity and identity disparities

M Yes M No ¥l Unsure

Source: Q-Centrix, "Health Care Data Sharing Survey," May 12, 2022
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This article originally appeared in Insider Intelligence's Digital Health Briefing—a daily recap
of top stories reshaping the healthcare industry. Subscribe to have more hard-hitting
takeaways delivered to your inbox daily.

" Areyouaclient? Click here to subscribe.

" Want to learn more about how you can benefit from our expert analysis? Click here.
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