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What’s on our mind: As more consumers invest in cryptos, a new issue is arising: It’s di�cult

for beneficiaries to access these assets after the owner dies.

The challenge with cryptos: Crypto assets can be much harder to retrieve than traditional

assets because of the way blockchains work.

To access and move crypto funds, one needs to know the private key: a random string of

numbers and letters, much like a strong password. Crypto exchanges can only use private

keys when they operate as custodial wallets, meaning they retain ownership of private keys—

https://blog.chainalysis.com/reports/2020-global-cryptocurrency-adoption-index-2020
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as opposed to non-custodial wallets, where the user keeps the private keys. Some of the

largest market players, like Gemini, and Kraken, o�er custodial wallets, while Coinbase o�ers

both custodial and non-custodial wallets.

This means that if the deceased used a non-custodial wallet provider and didn't take

precautions to share their private keys before their death, beneficiaries are out of luck. For

example, in 2018, when the founder of crypto exchange QuadrigaCX allegedly died, he took

to the grave over $140 million worth of crypto from investors, as he alone had access to the

private keys.

What it means for the industry: We expect both fintechs and incumbents that o�er crypto

services to introduce solutions to this issue.

Coinbase, for example, already outlines steps the executor or family can take to access the

deceased’s cryptos. This process is simpler for users when Coinbase holds the private keys,

which lets it directly transfer ownership.

Crypto firms that o�er non-custodial wallets will likely add educational tools, raising user

awareness that they must be proactive and take action to avoid locking away their crypto

holdings forever from their beneficiaries. These actions could include sharing private keys

within a will.

Finally, wealth managers at incumbents will need to understand the challenges of dealing with

cryptos, which they are increasingly likely to encounter as part of their retirement planning

services as more consumers globally invest in this emerging asset class.

https://www.cnbc.com/2021/06/11/tips-to-help-keep-your-crypto-wallet-secure.html
https://www.coinbase.com/learn/tips-and-tutorials/how-to-set-up-a-crypto-wallet
https://medium.com/infinitustoken/not-your-keys-not-your-coins-the-quadriga-conundrum-and-how-inf-could-have-helped-4616b1050246
https://help.coinbase.com/en/coinbase/managing-my-account/other/how-do-i-gain-access-to-a-deceased-family-members-coinbase-account
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