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Google takes another bite
at a third-party cookie
replacement
Article

The news: Google attempted to respond to advocates’ privacy concerns by overhauling its

approach to replace the third-party cookies that advertisers use to target consumers. On

Tuesday, the search giant proposed a new system called “Topics,” which enables advertisers

to place ads based on a limited number of topics determined by users’ browser activity. 

https://blog.google/products/chrome/get-know-new-topics-api-privacy-sandbox/
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How it works: The Topics application programming interface (API) uses the Chrome browser

to determine a list of up to five topics—such as “books and literature” or “team sports”—a

user is likely interested in based on the websites they visit. 

When the user visits a site that supports the Topics API for ad purposes, the browser will share

three topics the person is interested in—each is selected randomly from the user’s top five

topics in the past three weeks. The site can then share this information with its advertising

partners to determine which ads to present. 

The idea is to create a more privacy-focused approach to ad targeting.

The push for privacy: The API selects Topics based entirely on a user’s device without

involving any external servers. That’s a di�erent approach from third-party cookies that let

companies trace a user’s online activities across websites to build a user profile without giving

the consumer any control over the process. 

More on this: Google first announced plans to phase out third-party cookies from its Chrome

browser two years ago. 

Google’s plan to eliminate cookies by the end of next year is part of a massive shift for the

digital advertising industry.

Topics are determined on a weekly basis. 

They exclude sensitive categories, such as gender or race.

Users can review and remove topics from their lists, or they can turn o� the entire Topics API.

Topics are kept for only three weeks. 

Last year, it rolled out its proposed cookie replacement—FLoC, or Federated Learning of

Cohorts—that allowed advertisers to target groups of users, rather than individuals, based on

their common browsing history.

FLoC drew criticism from privacy advocates who argued that bad actors could trace “cohort”

data back to a user’s personally identifiable information. 

Google has an outsize role within the industry, since Chrome is used by nearly 64% of all

people who surf the internet, according to December 2021 StatCounter data.

Apple and other industry players have introduced privacy features that limit advertisers’

ability to track users. 

https://blog.chromium.org/2020/01/building-more-private-web-path-towards.html
https://privacysandbox.com/proposals/floc
https://gs.statcounter.com/browser-market-share
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The takeaway: Advertisers, website owners, and privacy advocates have all raised alarms

over Google’s plans to pivot away from cookies, and their complaints have driven antitrust

authorities in the US, Europe, and elsewhere to closely monitor the search giant’s moves. 

While Topics puts some safeguards in place, it may not be enough to mollify critics who are

worried that the loss of cookies will increase their reliance on Google and Facebook, given

those companies’ large user databases.  

 

https://content-na1.emarketer.com/google-s-third-party-cookie-plans-face-pushback-germany-s-largest-publishers

